


Generative Al for Understanding
Global lllicit Economies

Understanding the global illicit economy - from cyber scams and dark web
markets to drug trafficking networks, human trafficking rings, wildlife
smuggling, arms trading, illegal mining, and money laundering - is a
monumental challenge. Generative Al (GenAl) offers new tools to
illuminate these hidden underworlds. GenAl refers to advanced machine
learning models (like large language models, image/video generators, and
multi-modal systems) that produce human-like content - text, images,
audio, or even simulations. In recent years, GenAl capabilities have grown
dramatically, enabling novel applications in data analysis and intelligence.
This report examines how GenAl is currently being used (and can be used)
to support researchers and policymakers in understanding illicit
economies, with real-world use cases, tools, methodologies, and
examples. We also discuss limitations and ethical concerns (including the
dual-use risks of GenAl being abused by criminals), highlight areas of
promise, and conclude with an Outlook on the next 3-5 years.

The lllicit Underworld and the Rise of GenAl

lllicit economies span both online and physical domains. Cybercriminal
enterprises operate via the dark web and encrypted platforms, engaging
in activities like fraud, hacking, online trafficking, and money laundering.
Meanwhile, traditional organized crime persists in drug trade, human
trafficking, wildlife crime, arms smuggling, illegal resource extraction, and
more. These activities are increasingly interconnected and
tech-enabled, forming a complex global underworld.

GenAl has emerged as a powerful technology that can generate and
analyze content at scale. Today’s generative models (e.g. GPT-4,
DALL-E, Stable Diffusion) can converse in dozens of languages, produce
realistic images or voices, write code, and summarize vast documents.
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Such capabilities have clear potential to enhance our understanding of
criminal markets by sifting through massive datasets, spotting
patterns, and even simulating criminal behaviors in ways humans
cannot easily do manually.

At the same time, criminals are also exploiting GenAl for nefarious ends,
using it as a “force multiplier” for crime. This dual-use aspect means
analysts and law enforcement must stay ahead of the curve, leveraging
GenAl and anticipating its misuse. Below, we explore current applications
of GenAl in investigating and analyzing illicit economies, organized by the
type of task and medium.

Language Models for Criminal Intelligence

One of the most mature applications of GenAl is natural language
processing on the enormous amount of text generated by illicit activities.
Large language models (LLMs) can read and generate text, making them
invaluable for mining insights from criminal communications, darknet
forums, legal documents, and more.

- Analyzing Dark Web and Online Forums: Specialized LLMs have
been trained on dark web data to monitor hidden criminal
marketplaces and forums. For example, DarkBERT is a language
model tuned to dark web text that helps uncover cyber threats and illicit
trades. DarkBERT and similar Al systems can identify conversations
about hacking services, drug or weapons sales, and emerging criminal
schemes that would be hard for humans to track in real time. Law
enforcement and cybersecurity teams are using these tools to detect
ransomware planning, phishing kits for sale, and chatter about new
exploits. Critically, Al can decipher criminal jargon and coded
language, bridging language barriers and slang. Advanced models can
even summarize long threads or decrypt patterns in communications.
According to one report, DarkBERT can automatically scan for threats
like stolen data, counterfeit documents, weapons, and illegal
substances sold on underground sites, thus assisting investigators
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- monitoring online illicit markets.

- Multi-Language Translation and Summarization: lllicit networks
are transnational, operating across language barriers. Modern LLMs
(such as GPT-4 with multilingual abilities) can translate
foreign-language chats or documents and summarize key points. This is
useful for understanding global trafficking routes or money laundering
operations that span continents. For instance, an Al model could
translate and summarize a series of messages between a South
American cartel and European buyers, extracting mentions of locations,
prices, and timelines. Such automation saves analysts countless hours.
Law enforcement agencies are beginning to integrate
chat-based Al assistants for querying databases in natural language.
In 2025, a public safety tech firm introduced a generative Al search
chatbot in its CrimeTracer platform, allowing investigators to query
billions of records with simple questions rather than complex query
syntax. This kind of Al “copilot” can swiftly retrieve links between
suspects, addresses, phone numbers, and criminal cases that would
otherwise remain buried in data.

- Open-Source Intelligence (OSINT) and Social Media: Generative
Al is helping parse the huge volume of open-source information relevant
to illicit economies. Researchers use LLMs to scan news articles,
reports, and social media posts for clues about organized crime. For
example, if a surge in wildlife contraband is reported in online
classifieds, an Al might flag it. LLMs can also help extract structured
information from unstructured text, like pulling out names of
companies and bank accounts from leaked financial records or
identifying recruitment posts that indicate human trafficking. In
anti-trafficking efforts, Al can process millions of online ads or social
media posts to find patterns. One study used machine learning to
link deceptive job ads to sex trafficking networks, revealing how
traffickers lure victims with false promises. GenAl could further help by
summarizing these patterns into intelligible briefings for
investigators or generating visual maps of how seemingly disparate
ads connect to the same criminal rings.
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- Case Example - Dark Web Drug Markets: On darknet
marketplaces where drugs, weapons, and stolen data are sold, vendors
often operate across multiple sites and change aliases frequently.
Researchers have experimented with generative models to identify
when two listings likely refer to the same seller or product by analyzing
writing style and content (e.qg. via writing-style GANs). An LLM could
cluster listings by linguistic similarities, helping map the reputation of
dealers and track the spread of new synthetic drugs. Likewise, Al
models are sifting through forums (like the r/DarkNetMarkets
subreddit) to see how tools and tactics evolve in online drug trade. This
helps policy makers anticipate trends - for example, detecting
early discussions of a potent new fentanyl analog can prompt public
health warnings or scheduling of that substance.

- Pattern Recognition in Financial Crime: Textual data is abundant
in financial crime investigations - Suspicious Activity Reports, emails,
shell company registrations, and leaks (like the Panama Papers) all
contain valuable clues. Generative Al (with retrieval capabilities) can
swiftly find connections across disparate documents. Some AML
(anti-money laundering) software now uses GPT-powered analysis to
review transactions and associated metadata, producing clear,
human-readable risk assessments. These Al agents excel at reading
unstructured data (e.g. the narrative in a wire transfer record or news
of a fraud indictment) and linking it to structured data (like specific
accounts or entities). By cross-referencing red flags - such as an
address appearing in multiple fraud cases - Al can suggest leads that
compliance officers or investigators might otherwise miss. This
dramatically speeds up understanding complex money laundering
networks that span banks and jurisdictions.

The bottom line is that GenAl text models serve as tireless junior
analysts: they read everything, never get tired, and can highlight what’s
important. They don’t replace human judgment, but they greatly enhance
the ability of researchers and law enforcement to digest large volumes
of information, across languages and sources, to understand illicit
networks.
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Detecting lllicit Activity in Images, Video
and Audio

lllicit economies aren’t just reflected in text; they involve visual and
audio data as well - from pictures of illegal wildlife products, to videos
used in propaganda or abuse, to voice communications in undercover
stings. Generative Al and related deep learning techniques are
increasingly vital for analyzing this media and even detecting deepfakes.

- Image Analysis for Contraband and Crime Scenes: Al computer
vision can scan images for illegal content much faster than humans. By
training deep learning models (including GAN-based models) on known
contraband images, we can detect items like protected wildlife species
being sold, counterfeit goods, or even hidden weapons. For example, a
project used deep learning to identify >90% of pangolin scale images
on social media, helping spot wildlife trafficking attempts. In the
transportation sector, X-ray scanners at ports and airports can be
augmented with Al models to flag suspicious shapes that might indicate
smuggled wildlife or weapons. Experts suggest developing
multi-species image recognition models that could be installed in
baggage X-ray machines to automatically detect wildlife contraband
(like ivory, reptiles, or plant products) in luggage and cargo. Similar
models could scan shipping container images for firearms or drugs.
Generative Al techniques can assist by generating synthetic training
data - e.g. creating thousands of simulated X-ray images of a rhino
horn hidden in luggage - to help train these detection models without
requiring real contraband for every scenario.

- Deepfake and Synthetic Media Detection: The rise of
Al-generated fake videos, images, and audio has introduced new
challenges in the illicit economy. Criminals can use generative
adversarial networks to create “deepfake” videos (for instance,
superimposing one person’s face on another’s body) or clone voices.
This has already been seen in fraud schemes - in 2024, multiple cases
emerged where scammers used Al to mimic the voice of a company’s
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- CEO over the phone to authorize fraudulent fund transfers. Generative
Al can support investigators by identifying subtle artifacts of deepfakes.
Specialized models (often using neural network ensembles) can analyze
image/video frames for telltale signs like inconsistent lighting or
unnatural eye blinking. Likewise, audio analysis Al can sometimes
detect the digital signatures of a cloned voice. Tech companies and law
enforcement are partnering to build deepfake detection tools as
deepfakes have exploded by over 1,500% in some regions. For
instance, the Internet Watch Foundation reported thousands of
Al-generated child abuse images appearing on dark web forums - a
disturbing trend that demands automated detection. GenAl can help by
generating known-fake samples to continuously train detection
algorithms (a cat-and-mouse game between fake generators and
detectors).

- Facial Recognition and Surveillance Footage: Modern Al vision
systems (which incorporate generative components for image
enhancement) can comb through CCTV feeds or online videos to
identify known criminals, track movements, or spot illicit activities.
While traditional face recognition is not “generative Al” per se, new
generative models can “hallucinate” missing details in low-quality
footage or interpolate between frames to aid identification. This could
support trafficking investigations - e.g. enhancing a blurry photo of a
victim for better recognition or generating age-progressed images of
missing persons. Law enforcement must use these tools carefully given
ethical concerns, but they offer a way to glean more from limited visual
evidence.

- Monitoring Online Markets and Social Platforms: A huge amount
of illicit trade in wildlife, drugs, or counterfeit goods now happens via
images on social media and messaging apps. Traffickers post pictures
of animals or products for sale. GenAl can automatically caption and
classify images, helping analysts quickly filter which posts contain
likely contraband. For example, an Al might scan Facebook or Telegram
groups for images of tiger cubs or exotic birds and flag those accounts
to wildlife crime units. If traffickers try to evade detection by using code
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- words or emojis instead of explicit descriptions, Al vision can still
recognize the animal in the photo. As one wildlife crime expert notes,
enforcement can share lists of known code words, key images of
contraband, and videos with social media companies to
incorporate into their Al algorithms, so that illegal wildlife sale
posts are flagged and removed proactively. This kind of collaboration
between platforms and Al can significantly hamper illicit online trading.

- Audio and Voice Analysis: In fields like human trafficking and
organized crime, wiretaps and recorded calls remain important sources
of intel. Generative Al-driven speech recognition (which converts audio
to text) combined with LLM analysis can transcribe hours of covert
recordings and highlight key parts (e.g. discussing a drug delivery).
More novel is using voice-generating Al as a defensive tool. In the
UK, an “Al Granny” chatbot was created to intercept scam phone calls -
it answers the phone and engages scammers with a convincingly
human persona, keeping them talking so they waste time and reveal
tactics. This is a clever use of a generative conversational agent to
neutralize scam operations by reducing the harm they can do.
Similarly, Al chatbots posing as vulnerable individuals can be deployed
in dark web chatrooms or on social media to bait human traffickers,
gathering information for investigators (akin to online sting operations,
but automated).

Overall, generative Al and related deep learning approaches are greatly
enhancing our ability to detect illicit activity in non-text data.
They serve as ever-vigilant eyes and ears: scanning images, video, and
voice communications for the faint signals of crime that would elude
human perception. As illicit actors adopt encryption and anonymization,
these Al-driven capabilities to analyze visual and audio patterns become
even more critical.

Generative Tools for Investigation and
Enforcement
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Beyond data analysis, GenAl is also being directly deployed as a tool by
those fighting crime - helping to simulate scenarios, generate training
data, and even engage criminals under false pretenses. Below are some
innovative use cases in which generative Al provides active support to law
enforcement and researchers:

- Undercover Personas and Stings: Generative Al can create
realistic digital personas for undercover operations in online spaces.
This includes generating profile photos (e.g. deepfake images that look
authentic but are not real people), crafting backstories, and even
automating conversations. For instance, wildlife trafficking investigators
could use GenAl to create convincing fake social media accounts
of a buyer interested in illicit animal parts. The Al can generate posts
and messages in the style of a black-market dealer or collector, helping
infiltrate closed groups. According to a wildlife enforcement expert,
generative models can assist officers in “creating realistic and
convincing undercover accounts on social media, infiltrating closed
groups dealing in contraband, making friends with traffickers, and
analyzing their profiles, posts and trade routes”. By automating the
persona’s activities, GenAl reduces the manual burden on agents while
maintaining credibility in the eyes of criminals. This technique has
applications across domains - from posing as a gun buyer in arms
trafficking rings, to infiltrating human trafficking rings by pretending to
be a recruiter or client. It must be used with caution and human
oversight, but it offers a scalable way to perform “digital stings” and
gather intelligence from within criminal networks.

- Chatbots for Outreach and Demand Reduction: In illicit markets
such as commercial sex trafficking, some NGOs and law enforcement
units use chatbots to engage with buyers or potential victims. GenAl
can make these chatbots far more effective by giving them natural
conversational ability and adaptability. For example, the Epik Project
(which focuses on reducing demand in sex trafficking) has leveraged
technology to post decoy ads and interact with sex buyers, directing
them to help or simply wasting their time. Generative Al could automate
much of this process - posting ads, responding to inquiries, and tailoring
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- messages based on the chat context. Crucially, customized LLMs can
adopt particular personas and even mirror evolving slang or code words
used by traffickers and buyers. This makes the engagement more
believable. By scaling up decoy operations with Al, organizations
can reach a larger volume of offenders and also collect data on how
these interactions play out (for instance, which deterrence messages
are most effective). Such chatbots could also serve a protective role -
automatically contacting profiles that appear to be trafficking victims
with offers of help or information on how to get out, crafted in a
sensitive manner by Al.

- Simulating lllicit Scenarios: Generative models can be used to
create simulations and synthetic scenarios that help train both Al
systems and human analysts. For example, Al can generate a
hypothetical criminal network (with synthetic individuals, transactions,
and communications) that exhibits realistic behaviors - essentially a
“fake” illicit economy on which we can test new analysis tools or
strategies. Law enforcement agencies are interested in using Al to
war-game scenarios: e.g. simulate how a drug cartel might respond
to increased border security, or how a human trafficking ring might shift
routes if a certain website is taken down. An Al-driven simulation can
generate likely outcomes based on patterns it has learned, giving
policymakers insight into possible futures. The Epik Project noted that
“realistic simulations of trafficking scenarios can be generated, allowing
law enforcement and policymakers to better understand the challenges
and develop more effective responses.”. This forward-looking use of
GenAl turns it into a teaching tool - much like flight simulators train
pilots, crime simulators could train investigators by immersing them in
evolving, Al-generated crime scenarios.

- Automating Investigative Workflow: Generative Al is also saving
time in day-to-day investigative tasks. One simple but powerful use is
having an Al assistant generate code or queries to speed up data
gathering. Not all investigators are coders, but with an LLM like
ChatGPT, an agent can say, “Write a Python script to scrape all posts
from this forum and filter mentions of X.” Indeed, officers have used
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- ChatGPT to get code for extracting illegal wildlife trade data from
websites. What might take hours for a non-programmer can be done in
seconds by the Al, which produces a working script (that can then be
reviewed for safety). Similarly, Al can suggest OSINT (open-source
intelligence) tools and guide users in how to use them - essentially
acting as a tech tutor for less-experienced units. Another example is
report writing: Al can draft summaries of an investigation, or prepare a
list of questions for suspect interrogations based on case files. These
drafts always require human review, but they streamline the
preparation and ensure fewer details are overlooked. Some police
departments are even testing Al to auto-generate first drafts of police
reports (with human officers editing after) to reduce paperwork -
though this is experimental and controversial.

- Case Example - Al-Powered Crime Query: A noteworthy new tool
is SoundThinking’s CrimeTracer chatbot, mentioned earlier. It uses
GenAl to let an officer ask something like “Show me all robbery
incidents in the past month within 2 miles of these GPS coordinates
involving a red sedan” and get an immediate answer from the
database. Traditionally, such a query would require a skilled analyst
writing specific database code. The Al, however, understands the
question in plain English (or other languages) and retrieves the info.
This not only saves time but makes intelligence accessible to frontline
officers who may not have specialized query training. As Al interfaces
like this improve, we can envision every investigator having a personal
Al assistant that can dig through case files, public records, and criminal
intelligence databases on command - highlighting connections and
suggesting new angles to probe.

Table 1 below summarizes selected GenAl use cases and tools
supporting illicit economy analysis, illustrating the breadth of current
applications:

| Use Case / Domain | GenAl Tool or Example | Description &
Impact |

Powered by DeepResearchPDF

11



| Dark Web Monitoring | DarkBERT (LLM by S2W) | LLM trained on dark
web forums to identify hidden threats, hacker discussions, and illicit
marketplace listings. Helps law enforcement flag cybercrime plans, data
breaches, and emerging criminal trends. |

| Investigative Data Search | CrimeTracer Al Chatbot | GPT-powered
chatbot interface for crime databases. Allows natural language queries
across billions of records, helping officers quickly find leads and
connections that would be missed with manual searches. |

| Scam Interdiction | “Al Granny” Chatbot (UK experiment) |
Conversational Al agent that answers scam calls and impersonates a
vulnerable elderly victim. Engages scammers in long calls to waste their
time and gather intel, thus protecting real victims. |

| Sex Trafficking Prevention | Epik Decoy Ads & Chatbots |
ChatGPT-powered outreach where decoy online ads for commercial sex
automatically respond to interested buyers. The Al assumes a persona,
uses contemporary slang, and steers the conversation - either to stall the
buyer or deliver deterrence messaging. Scales demand-reduction efforts
by handling many simultaneous chats. |

| Wildlife Trafficking Investigations | Al-Generated Undercover Profiles
| Generative models create realistic fake profiles (photos, bios) to infiltrate
wildlife trafficking rings on social media. The Al also helps analyze group
chats and posts to map out supply chains and identify key players.
Enables deeper penetration of closed networks while protecting human
officers’ identities. |

| Financial Crime Analysis | GPT-Assisted AML Review | Compliance
platforms (e.g. Lucinity’s “Luci” assistant) use GPT-4 to analyze
unstructured financial data and news for money laundering red flags. The
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generative Al reads transaction narratives, customer profiles, and media
reports to produce concise risk assessments, improving investigators’
ability to spot illicit flows. |

| Synthetic Data Generation | Deepfake & GAN Simulations |
Researchers generate synthetic illicit content for training and testing
detection systems. For instance, creating deepfake videos to improve
deepfake detectors, or using GANs to produce fake drug packaging
images to train a model that detects real ones. By safely simulating illegal
scenarios, GenAl helps improve law enforcement tools without using
sensitive real data. |

| Predictive Modeling | Al Crime Simulations | Multi-agent generative
simulations of criminal markets to predict responses to interventions. E.qg.
an Al simulation of a human trafficking network can show how recruiters
might shift tactics if certain websites are monitored. These foresight tools
guide policymakers in proactive strategy design. |

- Table 1: Examples of GenAl applications supporting analysis of illicit
economies.* (Sources: as cited)

Limitations and Ethical Considerations

While generative Al offers transformative capabilities, it is no silver
bullet. There are significant limitations, risks, and ethical concerns in
applying GenAl to illicit economies. Researchers and policymakers must
be aware of these challenges:

- Hallucinations and Accuracy: Generative Al models sometimes
produce incorrect or fabricated information that looks credible - known
as Al “hallucinations.” An LLM might confidently summarize a trend or
translate a conversation but get critical details wrong or even invent
facts. For instance, GPT models have been known to fabricate
references or mix up names when querying databases. In intelligence
work, such errors can mislead investigations if not caught. Any
Al-generated insight must therefore be verified by humans or
cross-checked with original data. As the MIT Tech review notes, tools
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« like ChatGPT can output text that sounds plausible but may be
completely inaccurate. Relying blindly on these outputs is dangerous in
a domain where precision could mean the difference between catching
a criminal or accusing an innocent person.

- Bias and Discrimination: GenAl systems learn from vast datasets
that contain societal biases. They might, for example, associate certain
ethnicities or communities with crime if those biases appeared in the
training data. This raises a serious risk: biased Al outputs could
reinforce profiling and discrimination. A stark warning was given
by researchers who found that if a biased generative model were used
in police “virtual sketch artist” software, it could “put already
over-targeted populations at even increased risk of harm ranging from
physical injury to unlawful imprisonment”. In other words, if an Al
unwittingly steers investigations toward a demographic due to bias, it
could exacerbate injustices. Ethical use of GenAl in this field requires
constant vigilance against bias - through diverse training data, bias
testing, and human oversight to ensure Al suggestions are reasonable
and not prejudiced.

- Privacy and Surveillance Concerns: Using Al to analyze illicit
economies often involves processing sensitive personal data - whether
it’s scanning social media, combing through financial records, or
analyzing communications. There are privacy implications if GenAl tools
are not carefully governed. For example, deploying an Al to monitor
online conversations en masse could collide with privacy rights or
platform policies. Law enforcement use of Al surveillance (facial
recognition, social media monitoring) has sparked public debate. As
GenAl makes such monitoring easier (e.g. automating the generation of
fake profiles or quickly analyzing someone’s digital footprint), there

must be clear guidelines to prevent overreach and protect civil liberties.

Additionally, data security is a concern - if investigators feed case data
into a third-party Al service (like an open Al API), there’s a risk of that
sensitive information being retained or leaked. Many agencies are thus
exploring on-premises or private GenAl systems to keep data
secure, and are limiting Al’s access to only the necessary data.
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- Ethical Use of Generated Content: A unique issue with GenAl is
that it can create fake content that looks real. While this can be
useful (e.g. synthetic training data or undercover avatars), it also poses
ethical dilemmas. For instance, should law enforcement be allowed to
use deepfake videos in undercover work? If Al generates an image of an
illicit act for simulation, could it ever be mistaken as evidence of a real
act? There is also the hazard of gen Al inadvertently creating illegal
content - an Al instructed to generate examples of extremist
propaganda or CSAM (child sexual abuse material) for training detectors
might cross legal lines. Clear policies are needed on what Al-generated
content is permissible. Some agencies are already discussing guidelines
(for example, not actually generating any sexual imagery of minors -
even synthetically - because of moral and legal implications, focusing
instead on benign simulated patterns).

- Criminal Adoption and an Al Arms Race: Perhaps the biggest
concern is that GenAl is a double-edged sword. The same
technology that helps analysts can empower criminals - and in some
areas, criminals might have a head start. Recent reports show a surge
in Al-enabled crime: deepfakes for scams, automated phishing,
Al-written malware, etc.. There are even “dark” LLMs like WormGPT or
DarkBERT variants being shared on illicit forums to assist criminals in
writing ransomware code or fraud scripts. This means any GenAl
deployment by the “good guys” may be met with criminals using GenAl
to counter-detect or generate disinformation. It truly becomes an arms
race. For example, if law enforcement uses Al to flag certain content,
criminals might use Al to generate slightly altered (adversarial)
content that evades detection. If we use Al chatbots as decoys,
criminals may attempt to build Al “victim bots” to interact at scale.
Understanding this dynamic is part of “understanding illicit economies”
in the GenAl era. Policymakers will need to support continuous
innovation and information-sharing to not fall behind. As one UNODC
analyst put it, generative Al is a “powerful force multiplier” for crime,
lowering the technical barrier for criminal networks to exploit high-tech
methods. Thus, while leveraging GenAl, we must also invest in
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- Al-enabled defenses and countermeasures (like deepfake
detection, Al content filters, and attribution techniques to trace
Al-generated disinfo).

- Reliability and Legal Challenges: From a practical standpoint,
GenAl tools (especially new ones) can be unpredictable or unstable.
An Al might perform well on certain tasks and poorly on others without
clear explanation. This unreliability requires that human experts remain
in the loop to interpret and verify results. Additionally, any insights or
evidence gathered via Al may face legal scrutiny. Courts might question
how an Al concluded someone is suspicious - raising transparency
issues (the “black box” problem). There is a push for explainable Al in
policing, so that any algorithmic flag can be justified in plain terms if
used in prosecutions. Furthermore, agencies are grappling with policy
for Al use - e.qg., requiring disclosure of Al assistance in warrant
applications or ensuring that Al is not solely making enforcement
decisions. Ethical frameworks and possibly new legislation are needed
to define boundaries (similar to how DNA forensics had to establish
protocols). Until then, many departments use GenAl in an advisory
capacity only, not as final proof of wrongdoing.

In light of these challenges, the implementation of GenAl in understanding
illicit economies must be done thoughtfully. Rigorous testing, bias
mitigation, respecting privacy laws, and maintaining human oversight are
all essential. As a recent commentary summed up, “concerns over
hallucinations, algorithmic bias, data leakage, and authorship
remain - particularly as public GenAl tools like ChatGPT are
considered for law enforcement”. Transparency with the public about
how Al is used will also be key to maintaining trust. We must navigate
these pitfalls carefully to unlock GenAl’s benefits without undermining
rights or accuracy.

Areas of Promise and Emerging
Methodologies
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Despite the challenges, the frontier of GenAl offers exciting possibilities
to further improve our understanding of illicit economies. Researchers are
actively developing new methodologies and tools. Some promising areas
include:

- Multi-Modal Fusion for Deeper Insights: The next generation of Al
systems can combine text, image, video, and other data into a unified
analysis. This means an Al could, for example, read intercepted emails
and analyze shipping container X-rays together to flag a high-risk drug
shipment route. Or correlate satellite imagery of illegal mining sites with
local social media rumors of illicit activity. Such multi-modal GenAl
agents could uncover patterns that only emerge when diverse
data sources are linked. For instance, a model might notice that
whenever certain code words appear in chat logs, there’s a
corresponding spike in cryptocurrency transactions and travel records -
indicating a trafficking operation’s activity cycle. Early versions of
multimodal Al (like GPT-4’s vision features) hint at this potential, and
future specialized models will likely be trained on illicit economy
datasets to act as all-in-one analytical hubs.

- Continuous Learning and Adaptation: lllicit actors constantly
change tactics - new routes, new slang, new crypto tools. GenAl
systems can be designed to continuously learn from fresh data
(with appropriate validation). Rather than static analytic models that
grow outdated, a GenAl could update itself by training on the latest intel
from law enforcement databases or open sources. This adaptive
learning would help it keep up with criminals. Some projects are
exploring federated learning, where an Al can learn from data held by
different agencies without those agencies having to share raw data
(preserving secrecy while still improving the model’s knowledge). An
adaptive Al could quickly incorporate, say, a new trend of wildlife
traffickers using emoji code for species, and then start catching that
pattern in social posts.

- Al Agents and Automation in Investigations: Moving beyond
single chatbots or models, researchers are creating networks of Al
agents with different specialties that work together on tasks. Imagine
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- an “Al task force” where one agent specializes in crawling the dark
web, another in analyzing financial flows, another in generating
hypotheses, and a coordinator agent synthesizes their findings into a
report. This concept, sometimes called Autonomous Al Agents, could
handle complex investigations end-to-end at machine speed. Early
prototypes (for academic research) have shown agents that can
autonomously search the web, gather information, draft and revise
analyses with minimal human input. In the illicit economy context, one
could set a goal like “ldentify the key players in the illicit gold mining
supply chain in region X” and have a multi-agent Al system attempt to
map it out - by pulling satellite data, economic reports, local news,
social media, etc., all orchestrated via GenAl. While this is still
experimental, it represents a paradigm shift in how we might conduct
intelligence analysis in the future.

- Community and Crowdsourced Intelligence with Al: GenAl can
also empower the broader community of researchers and even the
public to contribute to understanding illicit economies. User-friendly Al
tools could allow a journalist, for example, to input a trove of documents
they obtained on illegal logging and get a summary of companies and
individuals involved. NGOs could use Al to quickly analyze tips from
citizens (translated from various languages). By lowering technical
barriers, GenAl lets more eyes and minds participate in analysis. Of
course, this raises its own issues (verification, security), but it also
means illicit networks have fewer dark corners to hide in as more
stakeholders can analyze data effectively. We see hints of this in
tools that visualize organized crime networks from open data - adding
an Al to answer questions about that visualization would let
non-specialists explore complex crime data without needing a PhD in
data science.

- Cross-Border Data Sharing enabled by Al: One persistent
challenge in tackling transnational crime is siloed data - country A
might have pieces of the puzzle that country B doesn’t know. GenAl
could assist in creating platforms where, under proper legal
frameworks, anonymized intelligence is pooled and an Al analyses it for
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- all participants. The Al could generate alerts like “The pattern you just
observed in your country’s fraud case matches one seen in another
country last month.” Because GenAl can handle language translation
and context, it could serve as a universal intermediary that bridges
databases internationally (something organizations like Interpol and
UNODC are likely investigating). In effect, Al becomes a super-analyst
sifting a global dataset (with privacy safeguards) to spot global trends -
be it a new drug trafficking route, or a cyber-scam technique
proliferating across continents. The promise here is a more unified
global picture of organized crime, which is essential since criminals
often exploit the gaps between jurisdictions.

Each of these areas is in relatively early stages, but progress is rapid.
The interplay of academia, industry, and law enforcement in Al
development means innovations can quickly be applied to illicit economy
understanding. We can expect significant improvements in the granularity
and timeliness of insights. GenAl might soon help answer questions like:
Which trafficking routes are growing fastest this quarter and why?; How
would a ban on a precursor chemical impact drug production globally
(simulate it)?; Who are the likely successors in a criminal empire after a
boss is arrested (based on communications analysis)?. Such questions,
once nearly impossible to tackle comprehensively, may become
answerable with the aid of advanced Al analysis.

Importantly, realizing these promises will require interdisciplinary
collaboration - Al experts to build the tools, domain experts (crime
analysts, sociologists, etc.) to guide and interpret them, legal experts to
ensure compliance and ethics, and support from leadership to invest in
these cutting-edge approaches. The following section looks further ahead,
considering how GenAl might evolve in this domain in the next few years.

Outlook (Next 3-5 Years)

Looking forward, the influence of generative Al on both the operations of
illicit economies and our ability to understand and counteract them is
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poised to increase significantly. The next 3-5 years will likely bring both
opportunities and heightened risks. In this outlook, we speculate on key
trends:

- Al-Empowered Criminal Networks: We are likely to see some
criminal enterprises move into the “mature” phase of Al adoption,
where Al systems handle a large share of illicit business autonomously.
For example, future drug trafficking networks might use Al agents to
coordinate logistics: drones or self-driving vehicles guided by Al for
transport, Al algorithms to optimize smuggling routes based on border
patrol patterns, and even Al brokers in online marketplaces negotiating
deals. Cybercrime groups could deploy autonomous hacking Als that
continuously find and exploit vulnerabilities, or run phishing scams with
minimal human oversight. Proliferation of Crimeware Al is a serious risk
- imagine one criminal developer creating an “Al scammer” and then
selling it as a service to thousands of fraudsters (Crime-as-a-Service
enhanced by Al). Some of this is already emerging in rudimentary forms
(e.g. auto-phishing tools), but the next few years could produce far
more sophisticated, self-directed criminal Al systems. This would
supercharge the scale of illicit operations - an Al can attack thousands
of targets at once or manage a vast number of drug orders in parallel,
far beyond human capacity. The implication for global illicit economies
is potentially an exponential growth in cyber-enabled crimes and
the blending of physical crimes with digital control (e.g. automated
illegal fishing vessels or Al-run illegal mining equipment operating
remotely).

- Generative Al as Crime “Democratizer”: Just as crime syndicates
can become more efficient with Al, smaller or less skilled criminals
might gain capabilities once reserved for major players. GenAl lowers
barriers - someone with no hacking skills could use an Al code
generator to create malware, while a scammer with poor English could
use ChatGPT to write polished scam emails. Organized crime may
expand its recruitment by arming low-level members with Al tools (thus
making them more effective). This “democratization” means we might
see a broader base of people engaging in illicit economies
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- because Al tools make it easier to do so successfully. Policy-wise, this
could complicate efforts as the adversary field becomes more crowded
and decentralized.

- Arms Race in Al Detection: On the defensive side, we will see a
parallel explosion of Al tools for detection and interdiction. Al vs. Al
scenarios will become common - for instance, law enforcement
deploying an Al to detect deepfake videos, while criminals develop
better deepfake generators to evade detection. This cat-and-mouse
dynamic will accelerate. In 3-5 years, detecting Al-generated content
(fake images, text, etc.) will be an essential skill for agencies. There
may be new forensic techniques, possibly Al-driven themselves, that
can watermark or trace the origin of Al outputs (to attribute a deepfake
to a particular generator, for example). International standards might
emerge for labeling Al-generated media, which could help counter some
fraudulent uses. Nonetheless, as generative models improve, their
outputs become harder to distinguish from genuine content - so
detectors will need to use behavioral and contextual clues as well. (For
example, if an email looks human-written but was sent in bulk at 3am
from an IP associated with hundreds of other scam emails, an Al could
flag that context.)

- Policy and Regulation Developments: The coming years will also
bring more clarity in how governments treat the use of Al in crime
fighting. We may see regulations requiring transparency on Al usage in
investigations (to address bias and rights concerns). There could be
new laws criminalizing malicious use of generative Al, such as
specific offenses for creating deepfake pornography or using Al voices
in fraud. Already, some jurisdictions are considering making it illegal to
possess or distribute Al-generated CSAM (closing a loophole where
no real child was involved, but the material is still harmful) - these laws
will likely solidify. On the flip side, agencies might get expanded legal
authority to utilize Al tools, for instance easing data sharing rules when
an Al is doing the analysis under strict controls. International bodies like
the UN are actively discussing Al’'s impact on organized crime, which
could result in global frameworks for cooperation (e.g. treaties on
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- sharing Al-derived intelligence or norms against Al misuse).
Policymakers will have to balance enabling Al innovation for security
with preventing authoritarian abuse. The concept of “responsible Al”
in law enforcement will gain traction - including standards for
accuracy, oversight, and auditing of Al systems.

- Enhanced Understanding through Data Fusion: In terms of
understanding illicit economies, one optimistic outlook is that GenAl will
unlock a more holistic picture of organized crime than ever before.
By 2028 or so, we might have Al platforms that collate data from
financial transactions, telecommunications, shipping logs, online
chatter, and even geospatial imagery into a single analysis
environment. With a question as simple as “What’s driving the increase
in X drug in region Y?”, an analyst could have the Al scour all relevant
data and produce a cogent answer with evidence. This could reveal
previously hidden connections - for example, linking illegal mining in
Africa with money flows through banks in Dubai and front companies in
China, all through one Al-augmented inquiry. The global illicit economy
is incredibly complex and interconnected, but Al’s ability to connect
the dots at scale may finally allow humans to grasp it in
near-real-time. This could lead to more effective, targeted
interventions - striking not just at low-level operators but understanding
the ecosystem of crime (from sources to transit routes to markets) and
disrupting it systemically.

- Training and Skill Shifts: We should also consider the human
element - analysts and officers will need new skills to work with GenAl.
The next few years will see widespread training programs on using Al
tools (some already underway). The role of an analyst may shift from
doing tedious data triage to curating and validating Al outputs.
Essentially, humans will work as “Al orchestra conductors,” formulating
the right prompts and strategies for the Al to execute, then interpreting
the symphony of results. This collaboration could greatly increase
productivity and insight, but only if users are trained to understand Al’s
strengths and weaknesses. We might also see new positions like “Al
forensic specialist” (to investigate how a crime-related Al system works
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- when seized, or to explain Al-derived evidence in court).

- Unforeseen Risks: Finally, we must acknowledge the potential for
unforeseen consequences. A risk on the horizon is over-reliance on Al
- if decision-makers come to uncritically trust Al analyses, a clever
manipulation by criminals (e.g. feeding false data to an Al system) could
mislead entire investigations. Also, as Al systems become more
autonomous, there’s the theoretical (if distant) risk of losing some
human control - e.g., an Al agent that was set to infiltrate a network
might take actions beyond its remit. While sensational scenarios (rogue
Al going on hacker sprees by itself) are unlikely with proper constraints,
even minor autonomy missteps could be problematic (like an Al
accidentally entraps someone or violates privacy laws because it
“thought” it was achieving its mission). Therefore, robust safeguards
and kill-switches will need to accompany any autonomous
deployments.

In summary, the next few years promise a transformative leap in how we
analyze and counter illicit economies thanks to generative Al - but also a
period of escalating contest between those upholding the law and those
breaking it, each side augmented by Al. As one UNODC report observed
about Southeast Asia, high-tech crime will not slow down but rather
become more “highly coordinated and automated,” with syndicates
using Al to streamline operations and maximize profits. The “good guys”
must innovate in parallel: international cooperation, cutting-edge Al tools,
and a willingness to adapt will be key. Encouragingly, the same report
notes that technology can be the ace up the sleeve for law enforcement if
used wisely.

The Global Initiative and its partners have a critical role to play in this new
landscape. By staying informed about technological advances, fostering
dialogue between tech experts and crime analysts, and advocating for
ethical, effective use of Al, we can ensure that GenAl becomes a powerful
asset in understanding and curbing illicit economies worldwide. The
balance of power in the criminal underworld may well hinge on our
collective ability to harness Al's promise while mitigating its perils. In the
coming 3-5 years, generative Al will undoubtedly be at the forefront of
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that fight - illuminating the dark corners of illicit markets and,
ideally,helping to make those corners a little smaller.
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